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Section1. Summary of the eDMR Application

The eDMR application has the following two major areas and a guide for each:

eDMR Facility User Management Guide Register Users
Manage the User Profile Information
Authenticate and Authorize Users

eDMR Facility Reporting Guide Create, Certify, and Submit eDMR Reports
Print eDMR Reports
View eDMR Reports

1.1 Facility User Management in eDMR

1.1.1 Overview of Facility Users

Facility users are able to work only with the facilities for which they have permits. Their usage of
the application is governed by the user group to which they are assigned and the accompanying
privileges and permissions granted to each group. See Section 1.2 — User Groups and Privileges
for a chart of the Groups and related Privileges.

Facility Owner — the designated person for a specific permit/facility and/or has delegated
signatory authority for the permit. (This is the person who signs the certification statement on the
back of the form.)

Facility Administrator — the person(s) responsible for managing user information for the
facility/permit.

Submitter — the person(s) who submits the report. May be the owner or other delegated person
that has signatory authority for the permit. Submitter privileges require the completion of an
Electronic Signature Agreement.

Certifier — the person(s) certifying the data entered and corresponds to the ORC or backup ORC
for the permit.

1.1.2 Basic Rules in Creating Users
e The Facility Owner shall create the Facility Administrators for their facility.

= The owner can only associate the Facility Administrator with permits tied to that
owner and facility.

e The Facility Owner and/or Facility Administrator shall create all Facility Users for their
facility.

» The Facility Owner and Facility Administrator can only associate the Facility Users
with permits associated to that Facility Owner or Facility Administrator.

o DWR must grant or revoke Submitter privileges for all users.



eDMR Facility User Management Guide

1.1.3 User IDs
Each User ID must be unique and will be the Facility User's email address of their choice.

When creating User IDs, it is recommended that the User ID be all lower case.

(For example: jane.doe@yahoo.com).
Write down the User ID you requested on your User Create Request Form here:

User ID:
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1.2 User Groups and Privileges

The User will be assigned to one or more of the six User Groups.

1.2.1 User Groups and Privileges Table

The table below shows each User Group and its associated User Privileges.

Facility User Groups
Facility Data View
User Privileges Owners | Administrators | Submitters | Certifiers Entry Only
Manage Facility Administrators X
Manage Facility Users X X
Create/Update eDMR Reports X X X X
Certify eDMR Reports X X X
Submit eDMR Reports to BIMS X
Revise eDMR Reports X X X X
View eDMR Reports X X X X X
Delete eDMR Reports and Report
Pages X X X X
Import X X X X

A facility Owner and/or Facility Administrator can assign the facility users to the appropriate user
groups. A user can be assigned to multiple groups. Users can only see the menu options for which
that user has privileges.

Facility Owner — the designated contact for the permit and/or has delegated signatory authority
for the permit. (This is the person who signs the certification statement on the back of the form.)

Facility Administrator — the person(s) responsible for managing user information for the
facility/permit.

Submitter — the person(s) who submits the report. May be the owner or other delegated person
that has signatory authority for the permit. Submitter privileges require the completion of an
Electronic Signature Agreement.

Certifier — the person(s) certifying the data entered and corresponds to the ORC or backup ORC
for the permit if facility is classified and requires a certified operator. Otherwise, certifier can be
any user.

The group privileges are cumulative. If multiple groups are assigned to a user, the system will use
the highest privilege. For instance, if the user was assigned to both VIEW_ONLY and
DATA_ENTRY groups, the user would be able to not only view eDMR reports, but have the Data
Entry group privileges, which includes creation and maintenance of eDMR reports.

To learn how to assign Groups to users, go to section 2.5 Managing User Privileges.
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1.3 Activities of the Facility Owner / Administrator

The Facility Owner and Facility Administrator normally perform the activities explained in this
section, however the DWR Administrator also has the authority to perform these tasks if

necessary.
e Facility Owner creates the Facility Administrator.

e Facility Owner can only associate the Facility Administrator to permits which are also
associated to that Owner.

e Facility Owner or Facility Administrator should perform all facility user management
activities except:

o Creating the Owner.
o Assigning users to the Submitters group (done by the DWR Administrator).

e The Owner and Facility Administrator will setup the other users and assign them to the
appropriate groups for each permit specified.
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Section 2. Facility User Management

Before you begin make sure you have the DWR User Request form with your user profile and log
on information. This information will be required to use the application.

2.1 Logging in to the eDMR Application

2.1.1 Login Screen

Use your internet browser and enter https://ncnode.enr.state.nc.us/nc-edmr/login.do;?m=view to
access the user login screen shown below:

m North Carolina (NC) eDMR Reports

Login

Login

Login

User:
jane.doe@yahoo.com

Password:
(11111 ]]

Login

Reguest Password Reset

Forgot Password?

Enter your User ID and Password that was provided by DWR to log in to the eDMR application.

Your User ID is the email address provided to the Facility Administrator when your account was
setup. (See Section 1.1.3 for more information.)

NOTE: Passwords must consist of at least eight (8) characters in length and must include
at least one (1) uppercase letter, at least one (1) lowercase letter, and at least one (1)
number. There is no limit on failed login attempts for non-submitter users. However, users
with submitter permissions will receive a warning after three (3) failed attempts to log in
and the account will be locked after five (5) failed attempts.


https://ncnode.enr.state.nc.us/nc-edmr/login.do;?m=view
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2.2 Creating Facility Users

Only Facility Owners and Facility Administrators can create users and manage user privileges.

2.2.1 Main Menu Tabs
This guide will focus on the (1) User Management section highlighted below.
The sections on Create Reports & eDMR Reports are covered in the Facility Reporting Guide.

Nc North Carolina (NC) eDMR Reports

Home My Reports Logout Help

Create Report eDMR Reports User MHanagement (1)

Home

If, after reviewing this guide and logging on to the application, you find that the menu option you
need to perform your job is not available to you, please consult your administrator.

2.2.2 User Management Menu List

Nc North Carolina (NC) eDMR Reports

Home My Reports Logout Help

Create Report eDMR Reports User Management

Home Lzer List

search For Users

Change Pazsword

Uzer Details

User management options will vary based on the privileges granted to the user. User List and
Search For Users are actions available only to Owners and Facility Administrators. Change
Password and User Details are available to all users. All of these are covered later in this guide.
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2.2.3 User List Screen

To create the Facility Administrator, the Owner selects (1) User Management on the menu bar,
then (2) User List from the drop down menu options. Then click on the (3) Create User button.

Nc Morth Carolina (NC) eDMR Reports (1)

Croats Raport DME Reparts User Manapement A/(Z)
; e teeen,  User List /

g b Usdr Mansger

Search For Lsars

Chanpe Pagsword

User Detais
Fand Usars: Advancad Search
ho itarma found. i
Usar 1d Mame Type Status Actions
Mathing found to display. / ( )

Craate Owner Create User
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2.2.4 Create and Edit New User — Information and Details Screens

N'c North Carolina (NC) eDMR Reports

Home My Reports Logout Help

Create Report eDMR Reports User Management

Home F Usar Management & Craate User - User Information

User Details
User Type: / (l)
FACILITY_USER i
Last name:

Doe

Middle name:

First name:
Jane

Phone number:
555-1234

Email:
jane.doe@yahoo.com

User Id:
jane.doe@yahoo.com

Password:

Repeat password:

(2)
Cancel Create /

This activity is performed by the Facility Owner to create the User ID for the new Facility
Administrator. This information is taken from the “New User” form that the Facility Administrator
submitted to the Facility Owner.

Select (1) FACILITY_USER as User Type.
All fields must be filled in except Middle name, which is optional.
When finished entering all of the information, click on the (2) Create button.

Once the FACILITY_USER has been created, the Facility Administrator will need to assign at
least one of the owner permits to their account in the Associate Permits screen. If a permit is not
associated with the new user at this step, the user account becomes inaccessible to the owner
and facility administrators.

-10 -
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This is the Edit User Details — Associated Permits screen for the user called (1) “Jane Doe”. This
screen will display after the “Create” button is pressed in the previous step.

Nc North Carolina (NC) eDMR Reports

Home My Reports Logout Help
Create Report eDMR Reports User Management

Home I User Management I Create User - User/Permit Associations

User Details User/Permit Association (1)

@

No itemns found.1

Parmit # Facility Owner Groups Actions

Mothing found to display.
Add Permit

User Details User/Permit Association

Click on the (2) Add Permit button to associate the first permit(s) to this user.

A popup window will appear with a drop down selection list showing only those permits associated
with this facility. Only one permit can be added at a time.

Select the appropriate (1) Permit and then click on the (2) Add Permit button.

Select Permit:
NCO020028 (] /
\ Add Permit Cancel

@)

When the (1) Permit # NC0023230 is first associated to the user (2) Jane Doe, the group default
value is (3) VIEW_ONLY.

2)

Nc North Carolina (NC) eDMR Reports

Home My Reports Logout Help
Create Report eDMR Reports User Management

Home F User Management F Create User - Usar/Parmit Associations

User Details User/Permit Association (2)

One item found.1

Permit # Facility Owner Groups Actions

VIEW_ONLY

(1) NCO0Z23230 Richlands WwWTP Onslow Water & Sewer Authority Edit Groups, Deny Access

(3) Add Permit

User Details User/Permit Association

Adding additional privileges will be explained in the steps that follow.

-11 -
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2.2.5 User Creation Confirmation Email
Upon entering a new user account (Submitter or Non-Submitter) in eDMR, there will be 2 emails
that will be sent to the user’s email account.

The first email will be the “Welcome to eDMR” email. The following is an example of the content
of the email:

MNC eDMR Notification - Mew User Account Creation - Message (Flain Text)

Message Laserfiche Acrobat @ Tell me what you want te de...

B Ignore x - /L_; ¢y ERMesting | 0 Move to: 7 £3 To Manager P = Rules - L\'; n ]p %) o Q m
Del R_(r; Re(l_ F_-)d A = Team bl ¥ bone Move D AT e Cotegorize Follow | Trnsite = Z Send

s = lete epl ply Forwar y , X ove lark Categorize Follow | Translate ‘aom nd to

& Junk i EilMaore- | 5o Reply & Delete ¥ Create New N Unread = Up- . B Onehlote

Delete Respand ‘Quick Steps fa Move Tags Ta Editing Zoom | OneNote ~

edmiradr raov Doe Jane

MNC eDMR Notification - Mew User Account Creation

‘Welcome to the NC eDMR System. A user account has been created for you in the NC eDMR system for submitting electronic Discharge Monitoring Reports {DMRs). Your User ID
will be npdes sw@ncdenr.gov.,

Atempaorary password will be sent to you in a separate email. The temporary password will be valid for one use only and will expire in 72 hours. You will be required to change the
temporary password upon initial login,

You may access the eDMR Login page at the following link:
https:/{ncnode enr state.nc.us/ne-edmeflogin.do; Pm=view

You will also find important information and useful documentation for using the eDMR system on the NC eDMR Website, which can be found at the following link:
https://deq.nc_gov/about/divisions/'water-resources/edmr

CONTACTS FOR eDMR ASSISTANCE

Should you have general guestions about eDMR, certified operator issues and/or experience any technical issues, a list of contacts can be found at:
hittps://deq.ne.gov/about/divisions/water-resources/edme/contacts

IMPORTANT NOTE: OVERNIGHT PROCESSING OF eDMRs

Reports submitted on a given day will not complete processing until the following night. The submitter of the report will receive a confirmation email the next day with a message
stating the status of the eDMR report submittal.  Once the processing is successfully completed, the report status will also be updated to reflect Processed, Should there be
processing issues, the status may reflect Failed or Denied in which submitter should immediately contact the NC eDMR Administrator.

Thank you for registering for eDMR. Should you have any user account questions or issues, please contact your eDMR Facility User Administrator within your arganization or the NC
eDMR Administrator at eDMRadmin@nedenr.gov.

*=% This is an automated response. Please do not reply to this email. ***

A second email will also be sent to the user containing a temporary password that will be valid
for 72 hours. The following is an example of the content of the email:

& a NC eDMR Notification - Temporary Password for New User Account - Message (Plain Text)

Laserfiche Acrobat Q Tell me what you want to do...

Frigore P [ [ [y BMestin P vioveta 5 o Mansger Yy Braer > a’}) 2 Q |
Delete  Reply R (\_ Fi _)d e £ Tearm Em / Dore M et Mark Cat Follow  Translat B- 7 Send t
Junk~ Delete  Reply Reply Forward _ ) . ove ark Categorize Follow  Translate com  Sendto
& P EEMorer |5 Reply &Dclete ¥ CreateNew ° e g e EEN . e
Delete Respond Quick Steps o Move Tags o Editing Zoom | OneNote -~
edmradmin@ncdenr.gov Doe Jane 1/4/2021

NC eDMR Notification - Temporary Password for New User Account
A new user account has been created for you in the NC eDMR System, which you received a separate confirmation email for the new account.  Your temporary password is
¥731420h, which will be valid for one use only and will expire in 72 hours.
Please login as soon as possible as you will be required to create a permanent password.

Should you have any user account questions or issues, please contact your eDMR Facility User Administrator within your organization or the NC eDMR Administrator at
eDMRadmin@ncdenr.gov.

Additional contacts for eDMR assistance can be found at: https://deq.nc.gov/about/divisions/water-resources/edmr/contacts

*** This is an automated response. Please do not reply to this email. **= [

-12 -
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2.3 Associating Permits to the User

2.3.1 Available Users Screen
Select (1) User Management and then (2) User List.

Nc North Carolina (NC) eDMR Reports (1)

Create Report eDMR Reports User Management / (2)
User List

Home

Home My Reports Logout Help

Search For Users

Messages Change Password

User Details 1
There are no messages.

A list of users will appear from which you can select the user account to manage and associate
permits to the account. Click on the (3) User ID that you want to manage.

Nc Morth Carolina (NC) eDMR Reports

Home My Reports Logout Help

Create Report eDMR Reports User Management

Home I User Management + User List

Find Users: | Advanced Search

26 itemns found, displaying 25 to 26.[First/Prev] 1, 2, 2 [Next/Last]

(3)

User Id Name Type Status Actions
testerS@ncdenr.gov Test User 5 FACILITY_USER INACTIVE Activate Delete
tester@ncdenr.gov Tester User FACILITY_ADMIN ACTIVE Deactivate Delete

Create Owner Create User

Copyright © 2007 CSC | All Rights Reserved

-13-
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2.3.2 User Details Screen

The Edit User Details screen displays the user information profile just entered. This screen can
also be used to perform maintenance on this user’s profile information. Each permit must be
individually associated to a user. The user details can only be maintained for user’s that do not
have Submitter permissions. All changes to submitter user account details must be completed by
the NC eDMR Administrator.

Click on the (1) User/Permit Association link.

|: lorth Carolina (NC) eDMR Reports
) Home My Reports Logout Help

Create Report DR Reports User Management (1)

Home F User Management > Edit User Information f ne Doe

User Details User/Permit Association

User Details
Last name:
Doe

Middle name:

First name:
Jane

Phone number:
555-1234

Email:
jane.doe@yahoo.com

User Id:
jane.doe@yahoo.com

Password:

Repeat password:

Cancel Update

This is the Edit User Details — Associated Permits screen for the user called (1) “Jane Doe”.

Nc North Carolina (NC) eDMR Reports

Home My Reports Logout Help
Create Report €DMR Reports User Management

Home F User Management * Create User - User/Permit Associations

User Details User/Permit Association

1)
No items found.d (2)

Permit # Facility Owner Groups Actions

Mothing found to display.

Add Permit

User Details User/Permit Association

Click on the (2) Add Permit button to associate the first or additional permit(s) to this user.

-14 -
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2.3.3 Select Permit Popup Window

A popup window will appear with a drop down selection list showing only those permits associated
with this facility. Only one permit can be added at a time.

Select the appropriate (1) Permit and then click on the (2) Add Permit button.

@)

Select Permit:
NCO020028 (=] ‘(/”,
\ Add Permit Cancel

1)

2.3.4 User Details — Associated Permits

When the (1) Permit # NC0023230 is first associated to the user (2) Jane Doe, the group default
value is (3) VIEW_ONLY.

Nc North Carolina (NC) eDMR Reports
: Home My Reports Logout Help

Create Report eDMR Reports User Management

Home F User Management F Create User - Usar/Parmit Associations

User Details User/Permit Association (2)
One item found.1
Permit # Facility Owner Groups Actions
(1) VIEW_ONLY
NCOD23230 Richlands WWTP Onslow Water & Sewer &uthority Edit Groups, Deny Access
(3) Add Permit
User Details User/Permit Association

Adding additional privileges will be explained in the steps that follow.

-15-
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2.4 Creating a Facility Administrator

To create a Facility Administrator, just assign the user to the Facility Administrator Group.

Note: Only the user with Owner permissions can add Facility Administrator privileges to a
user account.

2.4.1 User Details — Associated Permits Screen

Each user is associated to one or more Groups which define the privileges or permissions this
user has. Look at the User Groups and Privileges Table in Section 1.2.1 in this guide for a
complete listing.

To make a user a “Facility Administrator” it is necessary to change the Groups to which the user
is associated. This is done by clicking on the (1) Edit Groups link.

Nc North Carolina (NC) eDMR Reports

Home My Reports Logout Help

Create Report eDMR Reports User Management

Home I User Management F Create User - User/Permit Associations

User Details User/Permit Association

COne item found.1 (1)

Permit # Facility Owner Groups -ﬂctions/
VIEW_OMLY
NCO023220 Richlands WWTP Onslow Water B Sewer Authaority Edit Groups, Deny Access

Add Permit

User Details User/Permit Association

-16 -
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2.4.2 Select Groups Popup Window

Place a check mark in the box to the left of (1) FACILITY_ADMIN and click on the (2) Submit
button. Only the Facility Owner has the ability to assign a facility user to the FACILITY_ADMIN
Group. A facility administrator cannot assign another facility administrator to the
FACILITY_ADMIN Group.

NC

Uzer/Permit Aszociation
One itern found. 1

MIEYY_OMNLY

1)

UzerfPermit Azzociation Select Groups

FACILITY_ADMIN

DATA_ENTRY
F CERTIFIERS
il WIEW_OMNLY
Subrnit Cancel

)
The user now has Facility Administrator privileges, as can be seen in the (3) Groups column.

Ns North Carolina (NC) eDMR Reports

Home My Reports Logout Help

Create Report =DMR Reports User Management

Home F User Management » Create User - User/Permit Associations

User Details User/Permit Asscciation

One item found.1

Permit # Facility Owner Groups (3) Actions

FACILITY_ADMIM

NCO023230 Richlands WWTP Onslow Water B Sewer Authority Edit Groups, Deny Access

Add Permit

User Details User/Permit Association

=17 -
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2.5 Managing User Privileges

Each User Group has certain privileges associated with it. Please refer to the User Groups and
Privileges Table in Section 1.2.1 of this User Guide for detailed information.

Note: Facility Owners and Facility Administrators can manage user privileges. Only the
user with Owner privileges can manage Facility Administrators. A Facility Administrator
cannot manage users with Owner or Facility Administrator privileges. A Facility
Administrator can only manage user accounts with Certify, Data Entry, and View Only
privileges. Should an Owner or Facility Administrator encounter issues with accessing
user accounts, they should contact the NC eDMR Administrator for assistance.

2.5.1 Groups Popup Window

The facility users will be created by either the Facility Owner or Facility Administrator and each
user is assigned to Groups based on the privileges needed to perform their activities. Checking
or removing the check for each group determines the privileges the user will have in the eDMR
application.

In the example below, the facility user John Smith needs permission to perform data entry and
certify reports for permit number NC0023230. To grant these privileges, check the boxes for (1)
DATA_ENTRY and (2) CERTIFIERS.

NC

User/Permit Association

Cne itern found. 1

WIEWY_DINLY
User/Parmit Association Select Groups ( )
[0 FaciLITv_apmin
DATA_ENTRY
CERTIFIERS

i1 WIEW_ONLY

Subrit Cancel

The Group privileges are cumulative. If multiple Groups are selected for a user, the system will
use the highest privilege. In the example below, if the user was assigned to both (1) VIEW_ONLY
and (2) DATA_ENTRY Groups, the user would be able to not only view eDMR reports, but the
Data Entry Group privileges includes creation and maintenance of eDMR reports.

-18 -
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Having VIEW_ONLY checked does not restrict the user from other associated group’s privileges.
Selact Groups

(2)[] FACILITY_ADMIN
{

v DATA_ENTRY

(1 CERTIFIERS

WIEW DMLY
Subrnit Cancel

2.5.2 Associating the User with the Submitters Group

The Submitter is the person at the facility with signatory responsibility. This can be the Owner or
any other facility user that has been delegated signatory authority by the Owner/Responsible
Official. Associating a user to the Submitters Group can only be performed by the NC eDMR
Administrator. If a new facility user is being created, this can be done by the Facility
Administrator or Owner. The NC eDMR Administrator can also create the new user account if
desired. Any user account, new or existing, that is requested to be given Submitter permissions
must be done in writing along with the appropriate documentation (i.e. Electronic Signature
Agreement). The NC eDMR Administrator should also be notified in writing when revocation of
submitter privileges is warranted.

NOTE: Submitter users (i.e. those with electronic signature authority) will not be able to
maintain their user account details or change their password via the User Management
screen. Prior to changing any account information, the submitter user’s identity must be
verified when changing account details, resetting your password or changing security
questions. Any time a submitter user changes account information, they will be required
to change their password. Submitter user’s must click the "Request Password Reset” on
the login page or contact the NC eDMR Administrator at edmradmin@ncdenr.gov to
request account changes.
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2.6 Managing User Access

2.6.1 Deactivate User - Available Users Screen

When the user is added to eDMR the (1) User Status is Active. This active status allows the user
to login to the system. To prevent the user from logging in to eDMR, change the status to Inactive
by clicking (2) Deactivate.

When a user is deactivated, it still exists in eDMR but is Inactive.

Nc North Carolina (NC) eDMR Reports

Home My Reports Logout Help
Create Report =DMR Reports User Management

Home » User Management * User List

Find Users: | | Advanced Search
26 items found, displaying 25 to 26.[First/Prev] 1, 2, 3 [Next/Last]
User Id Name Type Status Actions
testerS@ncdenr.gov Test User 5 FACILITY_USER (1) INACTIVE Activate Dy -3
tester@ncdenr.gov Tester User FACILITY_ADMIN ACTIVE Deactivate Delete
Create Owner Create User

Copyright © 2007 CSC | All Rights Reserved

Confirm Deactivate Popup Window
Click the (1) OK button to confirm deactivation.

The page at hitp:f/ncnodetest.enr.state.nc.... [Z|

9 fire you sure? 1)

| Ik [ Cancel ]
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User Deactivation Confirmation Screen
Click the (1) OK button to confirm deactivation.

User has been

. (1)
deactivated.
CIK/

The user will no longer be able to login to the eDMR system.

2.6.2 Reactivate User - Available Users Screen

To reactivate a user, click on (1) Activate. This will be a similar process to Deactivation.

Nc North Carolina (NC) eDMR Reports

Home My Reports Logout Help

Create Report eDMR Reports User Management

Home » User Management  User List

Find Users: | Advanced Search

26 itemns found, displaying 25 to 26.[First/Prev] 1, 2, 3 [Next/Last]

(1)

User Id Name Type Status Actions
testerS@ncdenr.gov Test User 5 FACILITY_USER INACTIVE Activate Delete
tester@ncdenr.gov Tester User FACILITY_ADMIN ACTIVE Deactivate Delete

Create Owner Create User

Copyright @ 2007 cSC | All Rights Reserved

Confirm Reactivate Popup Window
Click the (1) OK button to confirm reactivation.

The page at http:/fncnodetest.enr.state.nc.... E|

e Are you sure? /(1)

| ok | [ Cancel ]
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User Reactivation Confirmation Screen
Click the (1) OK button to confirm reactivation.

User has been ()
activated.

(8] 4

The user will now be able to login to the eDMR system.

2.6.3 Delete User - Available Users Screen

To delete the user from eDMR click on (1) Delete. This will remove the user from eDMR lists. The
user is still in the system. If the user has submitted any reports, the user will not be allowed to be
deleted from the system.

Nc North Carolina (NC) eDMR Reports

Home My Reports Logout Help

Create Report =DMR Reports User Management

Home F User Management  User List

Find Users: | | Advanced Search

26 items found, displaying 25 to 26.[First/Prev] 1, 2, 3 [Next/Last]

User Id Name Type Status Actions (1)
testerS@ncdenr.gov Test User 5 FACILITY_USER INACTIVE Activate Del ete/
taster@ncdenr.gov Tester User FACILITY_ADMIN ACTIVE Deactivate Delete

Create Owner Create User

Copyright © 2007 CSC | All Rights Reserved

Confirm Delete Popup Window
Click the (1) OK button to confirm deletion.

The page at http:f/ncnodetest.enr.state.nc....

9 fre you surey / (l)

I ok | [ Cancel ]
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User Delete Confirmation Screen
Click the (1) OK button to confirm deletion.

User has been ()
deleted.

DK

The user has been removed from the eDMR system.

If the user has submitted any reports to eDMR, the user will not be allowed to be deleted from
the system. The following message will popup. Click (1) OK to deactivate the user. The delete
action will be cancelled if the (2) Cancel button is clicked.
User cannot be
deleted because
he/she has
reports in the
system. Would
you like to
deactivate the
user instead?

Cancel oK

() 1)

-23-



eDMR

Facility User Management Guide

2.6.4 Deny Access to a Permit - Edit User Details Screen

From the Edit User Details Screen click on (1) Deny Access. This will disassociate the user with
the permit. The user and permit still exist in the system, however, they are no longer associated

to each other.

Nc North Carolina (NC) eDMR Reports

Create Report eDMR Reports User Management

Home I User Management F Create User - User,/Permit Associations

User Details User/Permit Azsociation

One item found 1
Permit # Facility Dwner

MCOO0Z0044 Williamston WIWTR Town of Williamstan

User Details User/Permit Azsociation

Groups

Home My Reports Logout Help

IEYy_OMNLY

- L)

Edit Groups, Deny Access

Add Permit

Edit User Details screen after action of Deny Access. There are no permits listed.

Nc\ North Carolina (NC) eDMR Reports

Create Report eDMR Reports User MHanagement

Home F User Management ¥ Create User - User,/Permit Associations

User Details User/Permit Association

Mo itzrns found. 1

Permit # Facility Ownar

Maothing found ta display,

User Details User/Permit Association

-24 -
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2.7 Updating User Account Details for Existing Users

The Facility Administrator can update the user details for non-submitter users only. Submitter
users must contact the NC eDMR Administrator. The user’s account details can be maintained in
which manual changes can be made by the Facility Administrator. An existing users account can

be maintained as follows.

2.7.1 Search for User Account

Select (1) User Management and then (2) User List.

m North Carolina (NC) eDMR Reports

Create Report eDMR Reports User Management

Home User List /

Search For Users

MESsages Change Password

User Details
There are no messages.

A list of users will appear from which the Facility Administrator can select a user account to
manage. The user accounts that appear will be those that Facility Administrator will be able to

Facility User Management Guide

Home My Reports Logout Help

manage only for those permits they have facility administrator permissions.

2.7.2 Select User Account to Maintain

Click on the (3) User ID that you want to manage.

Nc North Carolina (NC) eDMR Reports

Create Report eDMR Reports User Management

Home F User Management ¥ User List

Find Users: I:l Advanced Search

26 items found, displaying 25 to 26.[First/Prev] 1, 2, 2 [Next/Last]

User Id Nam(3) Type
testerS@ncdenr.gov Test User 5 FACILITY_USER
tester@ncdenr.gov Tester User FACILITY_ADMIN

Status

INACTIVE

ACTIVE

Home My Reports Logout Help

Actions

Activate Delete

Deactivate Delete

Create Owner Create User

Copyright @ 2007 CSC | All Rights Reserved

Selecting the User ID will open the User Details Screen.
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2.7.3 Update User Details

Make any necessary changes to the user account details. Once changes are complete, click the
(1) Update button to save the changes.

m North Carolina (NC) eDMR Reports Welcome tester@ncdenr.gov

Home MWy Reports Logout Help

Create Report €DMR Reports User Management

Home I User Management - Edit User Information for Testerl0 dwg
User Details User/Permit Association \

User Details

Last name:
dwq

Middle name:

First name:
TesteriD

Phone number:
915-555-4444

Email:
tom.f.moore@ncdenr.gov

User Id:
Testerl0@ncdenr.gov

Password:

Repeat password: (1)

Cancel Update

User Details User/Permit Association

Copyright @ 2007 CSC | All Rights Reserved

If any changes to the Permit Associations need to be made, this can be done by selecting the

(2) User/Permit Association link which is detailed in Section 2.3. Updates to user privileges
can also be found in Section 2.5.
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2.8 Password Change by User

Facility users have the ability of changing their password at their discretion, except for submitter
users.

NOTE: Submitter user’s must click the "Request Password Reset” on the login page or
contact the NC eDMR Administrator at edmradmin@ncdenr.gov to request a password
change.

2.8.1 Menu Item Screen

To change the password go to the (1) User Management tab, then click on the (2) Change
Password menu item.

Nc North Carolina (NC) eDMR Reports

Create Report eDMR Reports i User Management
Home  User Management * User | ety Lisie \
search For Lsers

Home My Reports Logout Help

Change Pazzword (1)
Uzer Details
Find Users: Advanced Search (2)

2 iterns found, displaying all iterns.1

User Id Name Type Status Actions
facilityadminnc0036277 @ncdenr.goy Facility Admin_FirstMame FacilityAdmin_LastMame FACILITY _USER ACTIVE Deactivate Delete
facilityuser.nc0026277Zncdenr.gov FacilityUser_FirstMame Facilityldser_LastMame F&CILITY _USER ACTIVE Deactivate Delete

Create User

When a Submitter user selects the “Change Password” option, the following message will be
displayed at the top of screen.

"As a submitter, your identity must be verified when resetting your password or changing security questions.
Please logout and click the "Request Password Reset" on the login page or contact the NC eDMR
Administrator at eDMRadmin@ncdenr.gov.”

The submitter user will be able to view their Security Questions and Answers on the screen below
the above message.
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2.8.2 Change Password Screen

Passwords must consist of at least eight (8) characters in length and must include at least one
(1) uppercase letter, at least one (1) lowercase letter, and at least one (1) number. Passwords
cannot be re-used.

NOTE: There is no limit on failed login attempts for non-submitter users. However, users
with submitter permissions will receive a warning after three (3) failed attempts to log in
and the account will be locked after five (5) failed attempts.

Type in the (1) Current Password, the (2) New Password in both fields, then click (3) Submit.

m North Carolina (NC) eDMR Reports Welcome tester 10@ncdenr. gov

Home My Reports Logout Help
Create Report eDMR Reports User Management

Home F Change Password

Passwords must be:

* at least 8 characters in length

* contain at least one(1) Uppercase letter
* contain at least one(1) Lowercase letter

* contain at least one(1) number (1)
Current password: / ( )
New Password:

Repeat new password: : :
|

Submit
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2.8.3 Password Change Confirmation Popup Screen

A confirmation screen is displayed that the password has been changed. Click the (1) OK button
to proceed. The user will be returned to the Login Screen in which they can then proceed with
logging into the system using the new password.

Password has been
changed.

N~ "
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2.9 Forgotten Password

2.9.1 Login/Forgot Password Screen

There are two options available to a user, retrieve forgotten password or resetting the password.

Users can retrieve forgotten passwords by clicking on Forgot Password or get the password
reset by clicking on Request Password Reset. This option only applies to non-submitter users.

To retrieve the forgotten password click on (1) Forgot Password.

m North Carolina (NC) eDMR Reports

Login

Login

Login

User:
Password:

Login

Request Password Reset

Forgot Password? \

-30-



eDMR Facility User Management Guide

2.9.2 Provide User ID Screen
The user must supply their (1) User ID and click the (2) Submit button.

Nc North Carolina (NC) eDMR Reports

Login

Home F Forgot Password (1)

User Id:
ane.doe@vahoo.com

Subrnit

——0

If the user selected ‘Forgot Password’, the eDMR application will send an automatic email
containing the user’s current password to the email address specified on the user’s account
profile. This option only applies to non-submitter users.

If the user ID entered belongs to a user with submitter permissions, the following will be displayed.
The submitter user will need to request a password reset or contact the NC eDMR Administrator
at edmradmin@ncdenr.gov.

Password:

Login

Request Paszsword Reset

Forgot Password?

Meszage: A= a submitter, vou will be
required to reset vour password.
Fleaze click the "Request Password
Reset” on the login page or contact the
NC eDMR Administrator at
eDMRadmin@ncdenngov.
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2.9.3 Email Containing Current Password

The user will receive an email with their password. This option is only available to non-submitter
users. Submitters will be required to reset their password should they forget their current
password.

@. & NC eDMR Natification - Passward reminder - Message (Plain Text)

Message Laserfiche Acrobat Q Tell me what you want to do...

& x ﬁ%(ﬁ%ﬁ ﬁ;j) 5‘;' ;)Moveto:? : ¥ D;I: 53 Mark Unread % pv Q u

To Manager ==| Categorize ~

- Delete = Reply Reply Forward . Mave Translate Zoom = Sendto
T - ||E = = =
A ] Team Email . |* Follow Up - N OneMote
Delete Respond Quick Steps (F] Move Tags (F] Editing Zoom OneMote e
edmradmin@ncdenr.gov Doe, Jane 11:28 AM
NC eDMR Notification - Password reminder “

Your password in EDMR Reports System is Tester01

Should you have any questions or need further assistance, please contact your eDMR Facility User Administrator within your
organization or the NC eDMR Administrator at eDMRadmin@ncdenr.gov.

*** This is an automated response. Please do not reply to this email. ***

2.10 Request Password Reset

All password reset requests made using the ‘Request Password Reset’ option on the login screen
will be sent to the NC eDMR Administrator.

2.10.1 Request Password Reset Screen
The user can request that the password be reset by clicking on (1) Request Password Reset.

Nc North Carolina (NC) eDMR Reports

Login

Login

)

User:
Password:

Login

I Reguest Password Reset I

Forgot Password?
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2.10.2 Provide User ID Screen
The user must supply their (1) User ID and click the (2) Submit button.

N'c North Carolina (NC) eDMR Reports

Login

Home F Forgot Password

)
User Id:
ane.doe@yahoo.co m; (2)

Subrnit

The system will automatically send an email to the NC eDMR Administrator requesting a
password reset. Non-submitter users may also contact their Facility Administrator directly for
assistance with a password reset.

2.10.3 Password Reset Request Email to the NC eDMR Administrator

Upon receipt of the email for the password reset request, the NC eDMR Administrator will
perform the password reset and the user will be notified. Should the request come from a
Submitter user, additional steps will be required by the NC eDMR Administrator to verity the
requestors identity.

2.10.4 Password Reset Confirmation Notice Screen

The user will see the message that a (1) Password reset request was sent to the
administrator. This request will be sent to the NC eDMR Administrator.

Nc Morth Carolina (NC) eDMR Reports

Login

User:

Password;
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2.11 Manual Password Change by Facility Administrator

All password reset requests made using the ‘Request Password Reset’ option on the login screen
will be sent to the NC eDMR Administrator. However, non-submitter users may contact their
Facility Administrator for a password reset. Facility Administrators can maintain non-submitter
users account details and manually change the password. When the password is changed by the
Facility Administrator, there are two ways to find the user’s profile information, generating a list of
users or performing a search for a user.

2.11.1 User List Menu

User list provides a list of all users for that facility. This will probably be the easiest way since a
facility will usually only have a page or two of users. Select (1) User Management, then (2) User
List.

Nc North Carolina (NC) eDMR Reports (1)
| /(2) Home My Reports Logout Help
Create Report eDMR Reports User Managem ent/

Home F User Management # User 54 AT

Search For Users
Change Password

User Details

2.11.2 Available Users List Screen

This display shows there are multiple users, besides the Owner, that have been created for this
facility/permit. Click on the (1) User ID to bring up the User Details screen for that user.

Nc North Carolina (NC) eDMR Reports

Home My Reports Logout Help
Create Report eDMR Reports User Management

Home ¥ User Ma| 1 BT

Search Reports

Find Users: Advanced Search

68 items found, displaying 1 to 12.[First/Prev] 1, 2, 3, 4, 5, 6 [Next/Last]

User Id Name Type Status Actions

facility.administrator@ncmail.net Facility Administratar FACILITY_USER ACTIVE Deactivate Delete

facilityadminl.nc0023230@ncdenr.gov Facility Admin1 FACILITY_USER  ACTIVE Deactivate Delete

facilityadminnc036277 @ncdenr.gov FacilityAdmin_FirstName FacilityAdmin_LastName FACILITY_USER ACTIVE Deactivate Delete
1)

faciIit',ruser.ncDMﬁZ??@nchUser_Firstl\ame FacilityUser_LastName FACILITY_USER  ACTIVE Deactivate Delete

jane.doe@yahoo.com Jane Doe FACILITY_USER ACTIVE Deactivate Delete
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2.11.3 Edit User Details Screen

A Facility Administrator can change the password of a non-submitter user for their permits. To do
so, a Facility Administrator can manually change the (1) Password on the Edit User Details
screen for a (2) User. The new password must satisfy the following requirements:

Consist of at least eight (8) characters
Include at least one (1) uppercase letter
Include at least one (1) lowercase letter, and
Include at least one (1) number.

Nc North Carolina (NC) eDMR Reports

Home My Reports Logout Help

Create Report eDMR Reports User Management

Home I User Management F Edit User Information for Jane Doe

User Details User/Permit Association

User Details
Last name:
Doe

Middle name:

First name:
Jane

Phone number: (2)
555-1234

Email:
jane.doe@vyahoo.com

User Id:
jane.doe@yahoo.com

Password:
S80S
Repeat password:

1)

Cancel Update
Once the password has been changed, the Facility Administrator must then provide the
password to the user.

NOTE: Non-submitter users should rarely need a password reset as they can request
their password be sent to them via email by selecting the “Forgot Password” option on
the login screen as detailed in Section 2.9.
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2.12 Password Reset by NC eDMR Administrator

All password reset requests made using the ‘Request Password Reset’ option on the login screen
will be sent to the NC eDMR Administrator. This option is available to any user when a Facility
Administrator is not available to complete the password change for the facility user.

2.12.1 User Password Change Screen for Non-Submitter User

For any reset requests performed by the NC eDMR Administrator, the user will receive a
temporary password via email. Upon receiving the temporary password for a non-submitter user,
the user will be prompted to change the password in the change password screen.

Enter the temporary password indicated in the password reset email that was received from the
NC eDMR Administrator into the (1) Current password field, then pick a new password meeting
the password requirements provided on the screen and enter it into the (2) New Password field.

Passwords must be:

* at least 8 characters in length

* contain at least one(1) Uppercase letter
* contain at least one(1) Lowercase letter

* contain at least one(1) number (1)
Current password: /

)

New Password: / 3
-----------
Repeat new password: /

Submit

NOTE: Passwords consist of at least eight (8) characters, including at least one (1)
uppercase letter, at least one (1) lowercase letter, and at least one (1) number. A new
password cannot be a previously used password.

Once the password has been changed, press the (3) Submit button. If your entries meet all
requirements for entry and the update is successful, the user will be returned to the login screen
and will indicate “Password was successfully changed” in the message field at bottom of login
box.

User:

Password:

Login

Message: Password was successfully
changed.

The user can then login to system using the new password just created.
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2.12.2 User Password Change Screen for Submitter Users

When a Submitter user requests a password reset, they will see a slightly different change
password screen. In addition to the change password fields, the 5 security questions associated
to the account will also be provided. The questions do not need to be reselected if only
changing the password. However, if the user wants to change any or all of their
guestions/answers, they may do so as provided on the screen.

Passwords must be:

* at least 8 characters in length

* contain at least one(1) Uppercase letter
* contain at least one(1) Lowercase letter
* contain at least one(1) number

Current password:
New Password:

Repeat new password:

Security Questions/Answers must meet the following requirements:
* cannot have multiple selections of same question

* answer must be at least 3 characters in length

* answer can only be used once for a single question

Question #1:
What is your favorite book? e

Answer #1:
111

Question #2:
What is the first and middle name of your cldest siblir ..

Answer #2:
222

Question #3:
What is your favorite vacation destination? v

Answer #3:
323

Question #4
What year and model (yyyy-name) was your first car? |«

Answer #4:
444

Question #3:
What is your favorite TV show? w

Answer #3:
555

Submit

Once the password has been changed, and changes made to security question/answers if
applicable, press the Submit button. If your entries meet all requirements for entry and update is
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successful, the user will be returned to the login screen which will indicate “Password was
successfully changed” in the message field at the bottom of the login box.

Login

User:
Password:
Login

Request Password Reset
Forgot Password?

Message: Password was successfully
changed.

The user can then login to the system using the password just created.

NOTE: If the user is not returned to the login screen after completion of the entry of a
new password and security questions, the changes were not successful and the user
should log in again using their temporary password and retry the password reset. If the
user continues to have issues with a password change, they should contact the NC
eDMR Administrator immediately for assistance.

2.13 User Account Update Confirmation Email

Whenever a change is made to a user’s profile, the user will get an email notification that a change
has been made.

E\ S MNC eDMR Matification — User Account Update - Message (Plain Text)
Message Laserfiche Acrobat 3
~ 2N ~ i R =
= x Eiq Eﬁﬂ Lﬁq ER " Moveto: 1 ¥ = £5% Mark Unread a’% L q u
< > ':I; - BT Manager - B ==| Categorize = B -
& - Delete  Reply Reply Forward = . — Move Translate Zoom  Sendto
S Al E-E o Team Email v . 1™ Fallow Up~ - Ds - OneNate
Delete Respond Quick Steps [F} Move Tags ] Editing Zoom OneMote A
edmradmin@ncdenr.gov Doete 257 PM

NC eDMR Notification — User Account Update

Some information regarding your account has been updated in the NC EDMR reports system.

Should you have any questions or need further assistance, please contact your eDMR Facility User Administrator within your
organization or the NC eDMR Administrator at eDMRadmin@ncdenr.gov.

Additional contacts for eDMR assistance can be found at: https://deq.nc.gov/about/divisions/water-resources/edmr/contacts

*** This is an automated response. Please do not reply to this email. **=

After receiving this email notification the user should login and view their user information profile
to see what has been changed.
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Section 3. Support

If you need help or have any question related to eDMR, do
not hesitate to contact DWR as specified below.

e Send an e-mail to Technical Support at denr.dwg.edmr.help@lists.ncmail.net

_Or_

e Send an e-mail to eDMR Administrator at edmradmin@ncdenr.gov

_or_

e Call (919) 707-3681 and ask for Information Processing Unit Staff.
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